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#[lexport] Hint Extern 2 (ValidCode ?L ?I (match ?t with _ =>
T
. typeclass_instances ssprove_valid_db.
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Definition typed_raw_function :=
> (S T : chUniverse), S > raw_code T.

Definition raw_package :=
{fmap i1dent -> typed_raw_function }.

Class ValidPackage L I E p :=
VY o, o \1n E >

let '(1d, (src, tgt)) := o 1n

4 (f : src » raw_code tgt),
p 1d = Some (src ; tgt ; f) A
V x, ValidCode L I (f x).

Record package L I E := mkpackage {
pack : raw_package ;
pack_valid : ValidPackage L I E pack
.
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Definition IND CPA°®
package [fset key_location | [interface]

[interface val #[ ENC | : 'word - 'word x 'word | :=
| package
def #[ ENC | (m : 'word) : 'word x 'word
{
k « get key_location ;;
match k with
| None =>
k_val < sample uniform 1_key ;; (msg) :=
put key_location := Some k_val ;; 1T key = None then
enc m k_val key « sample 9
. Some k_val => (r, c¢) « enc(key, msg)
enc m k_val ceturn (r, c)

end
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v oX, pre | Pyo.F X P,.F X | post
pre = A '"(So, S1), U So S;
post := A '(ro, So) "(ri, si1), U sg S1 AN rp =

\ respecting/ignoring L, L,
) empty_heap empty_heap

P L, > £ L, > Y S, S; =
) (set_heap £ v s,) (set_heap £ v s;)
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Antoine’s talk at TYPES 2021
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— § pre [ x ¢« get £ ;5 ko x = x ¢« get £ ;; k; X { post |

sSsprove_sync

X, = ] pre [ kg x = k; x { post [

get_pre_cond £ pre 2.

So S1. pre (sg, Si) get_heap s, £ = get_heap s,; ¢
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Examples

Swapping

— {1 pre |

0. X « get £ ;;
2. put £ = v ;;

) )
1.y ¢« sample D ;;

3. k X vy
~ Cc {| post |

ssprove_swap_Llhs 1.
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